Data processing agreement
Between [School name] and Delta Research Group Ltd, for the use of Delta Academics
Under Article 28 of the UK GDPR. The School is the controller of its pupils' data; Delta Research Group is its processor.
Parties
1. [School name], of [School address, including country] ("the School"), the controller.
2. Delta Research Group Ltd, a company registered in England and Wales (company number 17324839), registered office 127a Westbury Road, Bristol, England, BS9 3AP ("Delta Research Group"), the processor, which operates the service called Delta Academics ("Delta") at app.deltaconsole.com.
This agreement starts on [start date].
1. Definitions
Words defined in the UK GDPR and the Data Protection Act 2018 have the same meaning here. "Pupil Data" means the personal data described in schedule 1. "Sub-processor" means a party listed in schedule 2.
2. What Delta Research Group does, and on whose instruction
Delta Research Group processes Pupil Data only to provide Delta to the School as described in schedule 1, and only on the School's documented instructions. This agreement, the School's settings in Delta (retention period, cohorts, which features are on) and the School's written requests are its instructions.
Delta Research Group does not use Pupil Data for its own purposes, including product development, model training, benchmarking or marketing.
Delta Research Group tells the School at once if it believes an instruction infringes data protection law.
Where UK law requires processing, Delta Research Group tells the School first unless the law forbids it.
3. Confidentiality
Everyone Delta Research Group authorises to process Pupil Data, including pupils' names, is under a duty of confidence. Today that is the founder alone. An administrator can read what one adviser can read only by making an audited one-time sign-in link for that adviser, and a session opened that way shows labels and usernames in place of names.
4. Security
Delta Research Group keeps the measures in schedule 3 and does not weaken them without telling the School.
5. Sub-processors
The School authorises the sub-processors in schedule 2.
Delta Research Group gives the School at least 30 days' notice of any new or replacement sub-processor, during which the School may object. If the objection cannot be resolved the School may end this agreement without charge.
Each sub-processor is bound by written terms giving the same protection as this agreement. Delta Research Group remains responsible to the School for them.
Features that send pupil text to a sub-processor (the statement adviser, interview practice, the reading log, notes on tasks and messages) are off for every school until an administrator switches them on for that school, which Delta refuses to do without a named safeguarding lead and two recorded confirmations; messages also need the School's safeguarding lead to hold an account in Delta. Before any pupil text is sent, the pupil's own recorded name in it is replaced by "[name]".
6. Transfers outside the UK
Pupil Data is hosted in the EU (Frankfurt). Delta Research Group does not transfer Pupil Data outside the UK and the EU except to the sub-processors in schedule 2 and on the safeguards listed there.
7. Pupils' and others' rights
Delta holds pupils' names for the School. Requests from pupils and parents still go to the School, which decides who the requester is and answers. For that purpose Delta gives the School's advisers a download of one pupil's whole record, which includes advisers' comments whether or not they were shared with the pupil, and messages.
Delta gives the School's advisers the tools to act on a request themselves: pupils can see and correct their own details, including their name; advisers can export a cohort (a CSV without names, or, by a separate recorded action, with names), download one pupil's whole record, delete a place, a cohort, one statement or one interview attempt at any time, and issue a pupil a new one-time code.
If a request reaches Delta Research Group directly, it passes it to the School within 5 working days and does not answer it unless the School asks.
8. Helping the School meet its obligations
Delta Research Group helps the School with security, breach notification, data protection impact assessments and prior consultation, taking into account the information available to it. It supplies its own data protection impact assessment and Children's Code assessment for the School to build on.
9. Personal data breaches
Delta Research Group tells the School without undue delay, and aims to do so within 24 hours, after becoming aware of a breach affecting Pupil Data, following its breach procedure.
10. At the end
When the agreement ends, Delta Research Group deletes all Pupil Data through Delta's audited school deletion within 30 days, unless the School first asks for its cohort exports. Copies in hosting backups expire within 7 days and any restore re-applies the deletion.
11. Audit and information
Delta Research Group makes available the information needed to show compliance with this agreement, including its record of processing, and allows audits by the School or an auditor it appoints on reasonable notice.
12. The School's own obligations
1. Enrol only pupils aged 16 to 18 (Delta collects no date of birth and performs no age check).
1. Give pupils its own privacy notice covering Delta, including the wording Delta supplies for its AI features, before any AI feature is switched on, and tell parents and carers.
1. Name a safeguarding lead and keep the name and address current.
1. Hand each pupil their own join slip in person: a slip carries the pupil's name, their username and a one-time code that works once and expires after 14 days.
1. Enter pupils' names only in the fields Delta provides for them, keep them correct, and instruct advisers not to type health details, special educational needs or family circumstances into notes, comments, messages or the titles of tasks they set.
1. Set a retention period suited to its purposes (default 12 months).
1. Where the School is outside the United Kingdom, meet the data protection law that applies to it there, including any rule on sending pupils' data to another country, and tell Delta Research Group of any requirement that affects this agreement.
13. Law
This agreement, and any dispute arising from it, is governed by the law of England and Wales, and the courts of England and Wales have jurisdiction.
Schedule 1: the processing
	Item
	Detail

	Subject matter
	Providing Delta: offer-probability ranges for Oxford and Cambridge courses and published figures for other courses, and, where switched on, personal statement feedback, interview practice, admissions test practice, the reading room and reading log, tasks set by advisers, and help with university decisions and replies, and, where the School uploads it, the School's record of its past applicants' university applications and outcomes, so that the School can see its own history

	Duration
	The term of the School's use of Delta, then clause 10

	Nature
	Collection from pupils and advisers, encrypted storage of names, storage, computation, display, sending pupil text (with the pupil's own name replaced) to the AI provider for feedback or for the wellbeing check, and a spoken answer to the transcription provider where the feature is on, erasure; receiving, from the School's browser, rows from which the School's browser has removed names and identifiers; display to the School

	Purpose
	The School's support of its pupils' university applications

	Data subjects
	Pupils aged 16 to 18 enrolled by the School; the School's advisers; its safeguarding lead; the School's former pupils whose applications the School uploads

	Personal data
	See the table below

	Special category data
	None is asked for. It may appear in free text a pupil writes about themselves or an adviser writes in a note; Delta's data protection impact assessment addresses this

	School's contact
	[Name and email of the School's data protection officer or data protection lead]



	Whose
	What
	Why

	Pupil
	The pupil's given name, family name and, if given, the name they go by, each encrypted at rest; a place label such as A-001 made by the system; a username of three words; a one-time code for the first sign-in, stored as a hash; a password hash (argon2id)
	So that the School's advisers see each pupil by name, and the pupil signs in without an email address or date of birth

	Pupil
	Academic information the pupil enters: year group, GCSE and A-level or equivalent grades, admissions test scores, chosen courses, school band and type, domicile (UK or not), months to submission, readiness answers
	To produce offer-probability ranges

	Pupil
	The ranges Delta computed, with model version
	To show the pupil and adviser the same figures, and to explain them afterwards

	Pupil, only if the school switched the feature on
	The three personal statement answers as typed, the feedback, and a short paragraph about a suggested reading
	Statement feedback that an adviser releases

	Pupil, only if the school switched the feature on
	Interview practice transcripts (typed, or transcribed from speech; no audio is stored), corrections and feedback
	Interview practice feedback that an adviser releases

	Pupil, only if the school switched the feature on
	Admissions test practice choices, confidence and timings
	Practice and worked solutions; nothing is sent to any provider

	Pupil, only if the school switched the feature on
	Reading log entries: the work read and the pupil's reflection; the result of the wellbeing check
	A record of the pupil's reading that advisers can see; the wellbeing check

	Pupil, only if the school switched the feature on
	Tasks set by advisers; for each pupil, the day marked done and any short note; the result of the note's wellbeing check
	Advisers set and follow up work; the wellbeing check

	Pupil, only if the school switched the feature on
	University decisions entered by the pupil (status, date, grade conditions) and an optional reply record
	To help the pupil compare offers and meet reply deadlines, with their adviser

	Adviser
	Work email address, role, password hash if a password is set, sign-in records
	To run adviser accounts

	Adviser (about a pupil)
	A free-text note per place and recorded admissions outcomes
	The School's own record

	Safeguarding lead
	Name and email address
	Where a wellbeing concern is sent

	Operational
	Audit log (identifiers, events and outcomes only), deletion requests, sessions, rate limits, AI usage counters and costs
	Security, accountability and cost control


Rows to add to the table above. Pupil, only if the school switched the feature on: drafts of the personal statement the pupil chooses to keep in the statement room; so that the pupil can compare drafts.
Adviser (about a pupil): comments on a pupil's work, each marked as shared with the pupil or kept among the School's advisers; messages between the pupil and the School's advisers; the School's record of its support, disclosed to the pupil on request, with messages read once for a wellbeing concern.
Safeguarding lead: an account (email address, role, sign-in records), where the School gives the lead one; to read messages and concerns at the School.
Row to add to the table above. Whose: Former pupil (the School's own browser removes names and identifiers before upload). What: Year of entry; a code made for the upload; qualification and predicted and achieved results; admissions test and score; the universities and courses applied to; whether interviewed; offers; replies; where placed. Why: The School's own record of its history.
Schedule 2: sub-processors
	Sub-processor
	What it does for Delta
	What it receives
	Where
	Notes

	Render Services, Inc.
	Hosting of the web service, the scheduled jobs and the PostgreSQL database
	Everything Delta holds
	Frankfurt region (EU)
	US company. Recovery copies kept for 3 or 7 days depending on the plan; logical exports kept 7 days. Transfer safeguard: the UK Extension to the EU-US Data Privacy Framework (the UK-US data bridge)

	Resend
	Sign-in and invitation emails to advisers; the safeguarding email to the School's safeguarding lead; the daily operations email to Delta's operator
	An adviser's email address and sign-in link; or a place label, a username, a date and the minimal flagged passage with the pupil's name removed; a notice to an adviser that a message is waiting, with no name and no words from it; the daily email carries counts and internal identifiers only
	[region to be confirmed before signing]
	US-headquartered. Transfer safeguard: the UK Extension to the EU-US Data Privacy Framework (the UK-US data bridge)

	Sentry (Functional Software, Inc.)
	Crash reporting
	Scrubbed error events: no request data, cookies, headers, query strings or local variables
	[EU or US, to be confirmed before signing]
	US company. Personal data sending and local variables are switched off. Transfer safeguard: the UK Extension to the EU-US Data Privacy Framework (the UK-US data bridge)

	Mistral AI SAS
	Personal statement feedback, interview practice turns and feedback, and the narrow wellbeing check on pupils' writing (including reading log entries and notes on tasks), only for a school whose feature has been switched on
	The pupil's statement answers, interview transcript, reading log entry, task note or message, with the pupil's own name replaced by "[name]" and with the authored question context; never the place label, username, adviser or school
	EU endpoint api.eu.mistral.ai only (France)
	Zero data retention arranged directly with Mistral

	AssemblyAI, Inc.
	Turns one spoken interview answer into text, only for a school whose interview practice is on and only when a pupil chooses to speak
	One recording of one answer, with no place, school, adviser or question context
	EU endpoint api.eu.assemblyai.com
	Delta deletes the provider's job before the same request returns. AssemblyAI does not use files sent to its EU servers for model training. Transfer safeguard: the UK Extension to the EU-US Data Privacy Framework (the UK-US data bridge)



Not sub-processors, listed for completeness: Kokoro, an open-weight speech model, was used on Delta's own computer to record the authored interview questions and receives no personal data; an uptime monitor reads Delta's public health page, which carries no personal data; GitHub holds the source code and runs the automated tests on made-up data, and receives no personal data.
Schedule 3: security measures
	Measure
	How Delta does it

	Pupils' names, encrypted at rest
	Names are encrypted (AES-256-GCM) with a key held only in the hosting environment, never in the database, a backup or the code, so a copy of the database alone shows no name; no email, date of birth or contact detail is collected for a pupil; labels are made by the system; the profile schema rejects unknown fields; no email, log, crash report, web address, export other than a recorded one, or request to an AI provider carries a name

	Passwords
	At least 8 characters for a pupil and 12 for an adviser, with a capital letter and a number, refused if on a list of common passwords or if it contains the person's username, name or school; argon2 hashing; production refuses to start without it

	Sign-in
	Single-use 15-minute links stored as hashes; optional adviser password; pupils sign in with a username and password after a one-time code from their slip, with at most 8 tries on any one username in 15 minutes; server-side sessions that can be revoked

	Cookies and forms
	httpOnly, Secure, SameSite=Lax cookies; CSRF tokens on every state-changing form

	Tenant isolation
	One permission rule; another school's records return 404; tested on both storage backends

	Rate limiting
	On every sign-in door, shared across instances

	Transport and headers
	HTTPS only, HSTS, a Content Security Policy, no-referrer, no caching of pupil or adviser pages

	Misconfiguration
	Production refuses to start without its secrets or with a weak key

	Audit
	An audit log of identifiers and outcomes, with an allow-list of keys so it cannot become a second copy of personal data; every export containing names is recorded in it

	Erasure after restore
	Every executed deletion is re-applied after any restore; the service is locked until it has been

	Crash reports
	Scrubbed before sending; no request data or local variables

	AI features
	Off by default per school; on only with a safeguarding lead and two recorded confirmations; a monthly cost ceiling per school

	Wellbeing check
	Everything a pupil writes is read once for signs that they might need support; a concern sends the School's safeguarding lead the place label, the username, the date and the passage with the pupil's name removed, and a link that needs a sign-in

	Audio
	Never stored; one memory buffer, cleared after the request; the provider's job deleted before the request returns

	Change control
	Automated tests must pass before any deploy


Row to add to the table above. Messages: seen by all the pupil's advisers and the School's safeguarding lead, never by one adviser alone; no attachments; nothing edited or deleted once sent; a message that raised a concern is kept in the School's safeguarding record before a place is deleted.
Row to add to the table above. Measure: History uploads. How Delta does it: The file is read in the School's own browser and never reaches Delta; the browser removes names, UCAS Personal IDs, emails, groups, dates and free text and replaces each pupil with a code made for the upload; the server accepts only the fields on a closed list and refuses values that look like names or email addresses; every upload is recorded in the audit log by identifiers and counts; an adviser can delete any upload, and the School's deletion removes them all.
Signatures
	Role
	Name
	Signature
	Date

	For the School
	[name and position]
	
	[date]

	For Delta Research Group
	[Sebastian Bird, position]
	
	[date]
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